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Abstract 

Adrenal tumors are commonly discovered incidentally on cross-sectional abdominal im-
aging performed for reasons other than adrenal mass. Incidence of adrenal tumors in-
creased 10-fold in the past 2 decades, with most diagnosed in older adults. In any patient 
with a newly discovered adrenal mass, determining whether the adrenal mass is ma-
lignant and whether it is hormonally active is equally important to guide the best man-
agement. Malignancy is diagnosed in 5% to 8% of patients with adrenal tumors, with a 
higher risk in young patients, if history of extra-adrenal malignancy, in those with large 
adrenal tumors with indeterminate imaging characteristics, and in bilateral adrenal tu-
mors. Although overt hormone excess is uncommon in adrenal incidentalomas, mild au-
tonomous cortisol secretion can be diagnosed in up to 30% to 50% of patients. Because 
autonomous cortisol secretion is associated with increased cardiovascular morbidity 
and metabolic abnormalities, all patients with adrenal incidentalomas require work up 
with dexamethasone suppression test. Management of adrenal tumors varies based on 
etiology, associated comorbidities, and patient’s preference. This article reviews the cur-
rent evidence on the diagnosis and evaluation of patients with adrenal mass and focuses 
on management of the most common etiologies of adrenal incidentalomas.
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Case 1

The patient was a 61-year-old woman who presented for 
evaluation of continuous weight gain of 50 pounds over 5 
to 7 years. She was recently diagnosed with diabetes mel-
litus type 2 (hemoglobin A1C [HbA1C]  =  7.1%, not on 
medications). Other comorbidities included hypertension 
treated with lisinopril 10 mg daily and amlodipine 5 mg 
daily. Two years prior, she was diagnosed with osteopor-
osis (treated only with calcium and vitamin D supplements 
daily). Several months prior, she was incidentally dis-
covered with a 2.2 cm left adrenal mass. Physical examin-
ation was positive for body mass index (BMI) of 41.3 kg/
m2 and blood pressure of 138/86 mm Hg, but no features 
of Cushing syndrome.

On unenhanced computed tomography (CT) of ab-
domen, the left adrenal mass was lipid rich (-12 Hounsfield 
units [HU]), measuring 2.2 cm in the largest diameter (Fig. 
1A). The right adrenal gland appeared normal. The base-
line laboratory test results are shown in Table 1.

Case 2

The patient was a 24-year-old woman who presented for 
evaluation of an incidentally discovered adrenal mass on a 
CT scan performed in the emergency room several months 
earlier. She was then diagnosed and treated for appendi-
citis. Since then, she fully recovered and was asymptom-
atic. She was not taking any medications or supplements. 
Her physical examination was normal, without any signs 
of cortisol or androgen excess. Her BMI was 23.6 kg/m2 
and blood pressure 115/64 mm Hg.

Her CT scan was reviewed and demonstrated a left 
adrenal mass at 6.8  cm with HU of 36 (Fig. 1B). When 
compared with previous imaging 4  months earlier, an 
enlargement by 1  cm was noted. Laboratory tests were 
obtained (Table 1).

Case 3

A 47-year-old woman presented for evaluation of bilateral 
adrenal tumors. Over the past 3  years, she progressively 
gained weight (27 pounds, mostly over abdominal area), 
developed supraclavicular and dorsocervical fat pads, striae 
over upper thighs and abdomen, anxiety, and insomnia. In 
addition, she reported a new onset hypertension and a new-
onset diabetes mellitus type 2 (HbA1C = 7.8%) diagnosed 
8  months previously. At the time of evaluation, medica-
tions included lisinopril, amlodipine, hydrochlorothiazide, 
and metformin. On physical examination, her blood pres-
sure was 163/97  mm Hg and BMI was 31.7  kg/m2. She 
had abdominal and upper thigh striae, facial rounding and 

erythema, dorsocervical pad, and supraclavicular pads. 
Cushing syndrome was suspected, and laboratory tests 
were obtained (Table 1). Imaging was reviewed and re-
vealed bilateral adrenal nodules, 2.2 cm on the right and 
2.4 cm on the left, consistent with adrenal adenomas (HU 
of 5 bilaterally).

Clinical Relevance of Adrenal Incidentaloma

Adrenal tumors are commonly discovered on cross-sectional 
abdominal imaging in up 5% to 7% of patients (1). 
Incidence of adrenal tumors increased 10-fold in the past 2 
decades, in parallel to the increase in the number of abdom-
inal CT and magnetic resonance imaging (MRI) studies 
(2). Most of the increase in incidence was due to a more 
frequent discovery of smaller adrenal adenomas in older 
adults >65 years old, whereas the number of large and ma-
lignant tumors remained the same (2). Adrenal tumors are 
seen almost equally in men (45%) and women (55%), with 
a median age of diagnosis of 62 years. Adrenal tumors are 
very uncommon in children, with only 1% of all adrenal 
tumors diagnosed in patients <18 years old (2).

Adrenal tumors can be broadly divided in 5 categories: 
(1) adrenal adenomas and nodular hyperplasia; (2) other 
benign lesions (myelolipomas, cysts, hematomas, other); 
(3) adrenocortical carcinomas (ACC); (4) other malig-
nant tumors (metastases, sarcomas, lymphoma); and (5) 
pheochromocytomas.

Population-based data demonstrated that malignant ad-
renal tumors are diagnosed in 8.6% of all cases, with a 
majority representing adrenal metastases, and only 0.3% 
representing ACC (2). The distribution of pathologies is 
different in patients referred to endocrinology, where most 
patients with malignant tumors are diagnosed with ACC, 
and only a minority with other malignant tumors (3, 4). 
This is likely because patients with suspected metastasis or 
lymphoma are evaluated by other specialties, such as med-
ical oncology, pulmonology, and urology. In a recent study 
of patients with adrenal metastases, only 30% of patients 
with adrenal metastases were evaluated by endocrinology 
(5). Similarly, only 10% of patients referred for adrenal bi-
opsy are evaluated by endocrinologists (6).

Most benign tumors are adrenal cortical adenomas, 
representing 85% of all patients with adrenal tumors (2). 
Adrenal cortical adenomas demonstrate biochemical evi-
dence of adrenal hormone excess in around 50% to 60% of 
cases, most commonly mild autonomous cortisol secretion 
(MACS) (1). As demonstrated by a recent population-based 
study, only a minority of patients with adrenal tumors 
undergo optimal work up for hormone excess, missing 
in particular patients with MACS, but also likely patients 
with primary aldosteronism and milder forms of Cushing 
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Figure 1. Computed tomography (CT) imaging of adrenal incidentalomas. (A) Adrenocortical adenoma, left, 2.2 cm, Hounsfield units (HU) of -12 on 
unenhanced CT. (B) Adrenocortical carcinoma, left, 6.8 cm, HU of 35 on unenhanced CT. (C) Pheochromocytoma, left, 7.7 cm, HU 42 on unenhanced 
CT. (D) Bilateral adrenal metastases, melanoma, 4.5 right and 2.8 cm left, HU of 25 to 27 on unenhanced CT. (E) Sarcoma, left, 5.1 cm, HU of 36 on 
unenhanced CT. (F). Lymphoma, left, 9.7 cm, heterogeneous on contrast enhanced CT. (G) Bilateral myelolipomas, 12.7 cm right and 2.6 left, with 
areas of macroscopic fat on contrast enhanced CT. (H) Ganglioneuroma, right, 2.6 cm, HU of 18 on unenhanced CT. (I) Bilateral adrenal hyperplasia, 
2.4 cm right and 2.6 cm left, HU of 7 on unenhanced CT.

Table 1. Laboratory work up for case 1, case 2, and case 3

Biochemical testing Case 1 Case 2 Case 3 Reference range

Morning cortisol following the 1-mg overnight DST, mcg/dL 2.9 3.3 22 <1.8
ACTH, pg/mL <5 14 <5 7.2-63
DHEA-S, mcg/dL 26 485 <15 15-200 (case 1); 44-332 (case 2); 18-284 (case 3)
Aldosterone, ng/dL 8 5 4 <21
Plasma renin activity, ng/mL/h 4.1 1.7 <0.6 ≤0.6-3
Urine metanephrines, mcg/24 h - 227 - <400
Urine normetanephrine, mcg/24 h - 356 - <900
Urine free cortisol, mcg/24 h 27 38 389 3.5-45

Abbreviations: DHEA-S, dehydroepiandrosterone sulfate; DST, dexamethasone suppression test.



3334  The Journal of Clinical Endocrinology & Metabolism, 2021, Vol. 106, No. 11

syndrome (CS) (2). If untreated, adrenal hormone excess 
is associated with increased cardiometabolic risk, mul-
tiple comorbidities, and increased mortality (7, 8). Thus, 
determining whether the adrenal mass is malignant and 
whether the adrenal mass is hormonally active is equally 
important to determine the best management.

Etiology of Adrenal Incidentaloma

Adrenal Adenoma

Adrenal adenomas represent the majority of incidentally 
discovered adrenal tumors in both the population setting 
(88%) (2) as well as in the endocrine clinic (81%-88%) (3, 
9, 10). At the time of diagnosis, median tumor size of ad-
renal adenomas is 1.5 to 2.5 cm, with 95% to 98% being 
<4 cm in size (2, 7, 9). Bilateral adrenal adenomas are dem-
onstrated in approximately 15% of patients. On imaging, 
around 60% of adenomas are lipid rich, with unenhanced 
HU <10, 25% with HU between 10 and 19, and 15% with 
HU >20. Autonomous cortisol secretion is diagnosed in up 
to 35% to 50% of patients (Table 2) (1, 2). Notably, aden-
omas with overt hormone excess are often diagnosed only 
after incidental discovery with adrenal mass, rather than 
upon presentation with features of CS or primary aldoster-
onism (3, 10, 11).

Myelolipomas and Other Benign Adrenal Masses

Adrenal myelolipomas are diagnosed in 3.3% to 6.2% of 
patients with adrenal incidentalomas (Table 2). Patients 
usually present with a unilateral adrenal myelolipoma, at 
a median size of around 2 to 2.5  cm; however, size may 
range considerably between 0.5 and >15 cm (12). Bilateral 
myelolipomas occur in 5% of all patients, and in 20% of 
patients with large tumors >6 cm (12).

Benign noncortical adrenal tumors other than 
myelolipomas are rare, representing altogether 1% to 
2%, and include ganglioneuromas, cysts, hemangiomas, 
lymphangiomas, and schwannomas (2, 3, 9, 10, 13, 14). 
Imaging characteristics of these tumors vary, and diagnosis 
is frequently made on histology after adrenalectomy for a 
suspicious mass.

Pheochromocytoma

Pheochromocytomas represent 1.1% of patients with ad-
renal tumors in a population, and 4% to 8.5% of patients 
evaluated in the endocrine setting (Table 2) (2-4). Only 
27% of patients are diagnosed with pheochromocytomas 
based on evaluation for symptoms of catecholamine ex-
cess, with the majority discovered incidentally (61%) 
or based on genetic case detection testing (12%) (15). 

When diagnosed incidentally or based on symptoms, 
pheochromocytomas are usually large tumors with a 
median size of 4 to 5 cm, and bilateral tumors in in 4% 
to 10% of cases (15). However, when diagnosed based 
on case detection imaging in those with known genetic 
predisposition, pheochromocytomas are usually smaller 
and more likely to be bilateral (15). Pheochromocytomas 
usually demonstrate HU  >  20 on unenhanced CT scan 
(92%), with only 7.5% presenting HU between 10 and 
20, and 0.5% HU of exactly 10. No pheochromocytomas 
have been reported to have HU <10 (11, 15-17). Around 
4% of pheochromocytomas may be biochemically silent 
with normal testing for catecholamine excess (15), either 
from lack of catecholamine secretion, or when detected 
at a smaller size with catecholamine secretion under the 
standard of care cutoff for measurements.

Adrenocortical Carcinoma

ACCs are rare malignant adrenal tumors representing 
0.3% of all adrenal tumors and 3.6% of malignant adrenal 
tumors in a population setting (2). However, ACC is the 
most common adrenal malignancy evaluated in the endo-
crine clinic, representing around 5% of patients seen by 
endocrinologist (Table 2) (9). ACCs are discovered inciden-
tally in 42% to 44% of cases (9, 11), though the subse-
quent work up for hormonal excess is frequently abnormal 
(9). ACC presents as a unilateral mass, with most ACCs 
being large at the time of discovery, with a median size of 
10 cm (9, 11). On imaging, ACCs are either heterogeneous 
tumors or demonstrate HU > 20 on unenhanced CT, with a 
median of 35 HU (9, 11). Only 2% of ACCs are discovered 
at tumor size <4 cm and only 1% have HU between 10 and 
20 on unenhanced CT scan (9).

Adrenal Metastasis or Other Malignant Mass

Adrenal metastasis is the most common etiology of a malig-
nant adrenal mass, representing 7.5% of all adrenal tumors 
and 86% of all malignant adrenal tumors in a population-
based study (2). However, adrenal metastases are un-
common in the endocrine clinic, with only 1 in 4 patients 
with adrenal metastasis undergoing endocrine work up (2, 
5, 6). Although the majority of adrenal metastases are dis-
covered during imaging for cancer staging, 36% are de-
tected incidentally (5). Patients usually present with median 
mass size of 3 cm, ranging between 0.5 and 20 cm (Table 
2) (5). Bilateral adrenal metastases are common, with 24% 
of patients demonstrating bilateral disease at the time of 
initial diagnosis and 43% of patients developing bilateral 
disease during follow-up (5). Preclinical or symptomatic 
primary adrenal insufficiency can be diagnosed in 12% of 
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patients with bilateral adrenal metastases (5). Other very 
rare adrenal malignancies include lymphomas, sarcomas, 
and neuroblastomas (2, 9, 11).

Diagnosing Adrenal Malignancy

Diagnosis of adrenal malignancy is based on pertinent his-
tory, imaging with secondary testing including urine and 

Table 2. Clinical, imaging, and biochemical presentation of adrenal tumors

Adrenocortical ade-
noma

Other benign 
mass

Adrenocortical car-
cinoma

Other malignant 
mass

Pheochromocytoma

Prevalence
Population 84% 7% 0.3% 8% 1%
Endocrine clinic 85%-90% 3%-7% 1%-5% 1%-3% 1%-8%
Mode of discovery
Incidental 85% 90% 40% 35% 60%
Cancer staging imaging 7% 4% <1% 50% <1%
Symptoms of hormone 

excess
7% <1% 40% <1% (adrenal insuffi-

ciency)
30%

Abdominal mass effect <1% 5% 15% 5% <1%
Other <1% 1% 5% 10% 10% (genetic 

screening)
Imaging
Tumor size      
 Median 1.5-2.5 cm 2-3 cm 10 cm 3 cm 4-5 cm
 <4 cm (%) 95% 60%-70% 1-2% 60% 45%
Tumor laterality 15%-20% bilateral 5%-10% bilat-

eral
<0.1% bilateral 24%-43% bilateral 5%-10% bilateral

Tumor growth <1 cm/12 mo <1 cm/12 mo >1 cm/3-6 mo >1 cm/3-6 mo <1 cm/12 mo
Unenhanced CT (HU) HU < 10: 50%-60% HU: variable HU < 10: 0% HU < 10: 0% HU < 10: 0%

HU 10-20: 20%-30% HU < 0: 
myelolipomas

HU 10-20: 1%-2% HU 10-20: 1%-4% HU 10-20: 1%-3%

HU > 20: 10%-20% HU > 100: 
calcifications

HU > 20: 98%-99% HU > 20: 96%-98% HU > 20: 97%-99%

MRI  Variable 
(depending 
on etiology)

   
 Chemical shift pre-

sent
60%-80%a 0%a 0%b 0%b

 Chemical shift absent 20%-40%a 100%a 100%b 100%b

Adrenal hormone excess
Hormonally inactive 50%-60% 100%b 20%-50% show no 

hormone excess 
during routine bi-
ochemical testing 
(only 5% with 
urine steroid me-
tabolomics).

Functioning tumors 
most commonly 
cause glucocor-
ticoid and an-
drogen excess 
(alone or in com-
bination). Isolated 
aldosterone excess 
is extremely rare.

100% 5%-10%
Glucocorticoid excess 40-50% MACS; 

1%-3% CS
- - -

Aldosterone excess 5%-10% - - -
Androgen excess <0.1% - - -
Catecholamine excess - - - 90%-95%
Other Consider CAH in 

case of bilateral 
masses

Consider CAH in 
large bilateral 
myelolipomas

Consider primary ad-
renal insufficiency 
if bilateral adrenal 
involvement

-

Abbreviations: CAH, congenital adrenal hyperplasia; CS, Cushing syndrome; CT, computed tomography; HU, Hounsfield unit; MACS, mild autonomous cortisol 
secretion; MRI, magnetic resonance imaging.
aData on the accuracy of MRI in diagnosing malignancy and pheochromocytoma is limited; definitions of chemical shift may vary between users. Considering these 
limitations, a clearly lipid-rich lesion (chemical shift present) excludes malignancy and pheochromocytoma.
bRarely, adrenal hormone excess can be detected in a patient with myelolipoma (autonomous cortisol secretion, primary hyperaldosteronism). In these situations, 
a concomitant adenoma or hyperplasia is usually diagnosed.
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Figure 2. Adrenal incidentaloma work up: evaluation for etiology. In a patient with newly diagnosed incidental adrenal mass, imaging characteristics 
should be examined. Risk of malignancy and/or pheochromocytoma is stratified based on the unenhanced computed tomography attenuation of the 
adrenal mass (measured in HU). If HU of a homogeneous adrenal mass is <10, the benign adrenal mass pathway should be followed. If the HU of a 
homogeneous adrenal mass is >10, or the mass is heterogeneous, the pathway for the indeterminate or suspicious adrenal mass should be followed. 
Tumor size and laterality of the adrenal mass should be examined next. The size of the circle is proportional to the prevalence of each entity. The 
line that divides the tumor size (<4 cm and >4 cm) and laterality (unilateral vs bilateral) further indicates the proportion of each tumor entity falling 
within each cutoff. Further considerations in the indeterminate/suspicious adrenal mass pathway include the (1) findings of the hormonal work up, 
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serum steroid profiling, rarely, adrenal biopsy, or diagnostic 
adrenalectomy (Table 2, Fig. 2).

Mode of Discovery

The circumstances around the discovery of the adrenal mass 
could help estimate the risk of malignancy. Only 3.3% of 
all adrenal incidentalomas are malignant, compared with 
43% of adrenal tumors discovered on cancer staging im-
aging in those with history of extra-adrenal malignancy (2). 
Of all patients discovered with an adrenal mass, only 3% 
are diagnosed based on symptoms of overt hormone ex-
cess (2). Circumstances around the discovery of the adrenal 
mass should be interpreted along with imaging characteris-
tics of the adrenal mass (Table 2, Fig. 2).

Imaging Characteristics

Unenhanced CT, contrast-enhanced CT with washout 
characteristics, and MRI with chemical shift analysis are 
the most commonly used imaging techniques in evaluating 
adrenal tumors (18-20). 18F-fluorodeoxyglucose positron 
emission tomography (FDG-PET) scan is usually reserved 
for patients with history of extra-adrenal malignancy (18-
20). In addition to characterization of tumor size, tumor 
borders and heterogeneity of the adrenal mass, imaging 
characteristics of the adrenal mass provide valuable in-
formation in diagnosis of malignant adrenal mass and 
pheochromocytoma (16, 17, 20) (Fig. 2).

Tumor size and laterality
The risk of malignancy is proportional to tumor size. In a 
population study of 1287 patients, 6% of adrenal tumors 
<2 cm and 9% of adrenal tumors between 2 and 4 cm were 
malignant, as opposed to 34% of adrenal tumors >4  cm 
being malignant (2). In a study of 705 patients with large 
adrenal tumors >4 cm evaluated in a tertiary center, preva-
lence of malignancy was similar to the population setting 
(31%) (11). Because the median size of ACCs at the time 
of presentation is 10 cm, larger tumor size makes the like-
lihood of this diagnosis higher; however, tumor size does 
not perform as well in adrenal metastases (median size at 
diagnosis, 3 cm), possibly because of the earlier discovery 
through cancer staging performed in patients with extra-
adrenal malignancy (5, 9, 11). ACC is almost always a 
unilateral adrenal mass, whereas 24% to 43% of adrenal 
metastases are bilateral (5, 11). As such, in a population 

setting in which most malignant adrenal tumors were ad-
renal metastases, bilaterality was associated with a 2.3 
times higher risk for malignancy when compared with uni-
lateral adrenal tumors (2).

Tumor growth
Examining prior available imaging may be valuable in as-
sessing the risk of malignancy. As reported in a large sys-
tematic review and meta-analysis of adrenal adenomas 
followed for a mean of 50  months, mean tumor growth 
was 2 mm, and the overall tumor growth of at least 10 mm 
was noted in 2.5% of patients (7). Imaging evidence of 
tumor growth in adenomas also depends on when in its 
natural history adenoma is initially detected. Smaller ad-
enomas (<2.5 cm) at baseline were reported to grow more 
than larger adenomas (>2.5 cm) (7). Adenoma growth was 
also more likely to occur with longer duration of follow-up 
(>24  months) (7). No malignant transformation was re-
ported in any patient initially classified to have a benign 
adrenal tumor (7, 12).

Pheochromocytomas grow slowly, around 3 to 
5  mm/y (21, 22), though the data are scarce because 
adrenalectomy is the standard of care for any patient with 
pheochromocytoma.

The tumor growth of malignant adrenal tumors is vari-
able. Studies reporting on tumor growth of malignant 
tumors are difficult to interpret because of concomitant 
therapies that may affect tumor growth, short duration 
of follow-up because of adrenalectomy, or possible bias 
toward cases with unusual natural history. A  mean of 
60 mm/y tumor growth was reported in 1 small study (23). 
Another study reported that an absolute growth of 8 mm 
in 2 to 12 months had sensitivity of 72% and specificity of 
81% in diagnosing malignancy (24).

Computed tomography and magnetic resonance imaging
Both unenhanced CT and MRI with chemical shift analysis 
assess lipid content within the adrenal mass. HU measure-
ment <10 on unenhanced CT indicates a lipid-rich lesion. 
HU cutoff >10 demonstrates a sensitivity of 100% and spe-
cificity of 33% to 72% to detect malignancy in patients with 
adrenal mass (20, 25). In other words, a homogeneous ad-
renal mass with HU <10 can be definitely diagnosed as be-
nign. This cutoff can be accurately applied to large adrenal 
tumors >4 cm and to patients at high risk for malignancy, 
such as those with extra-adrenal malignancy. For example, 
in a study of 705 patients with adrenal tumors >4 cm, the 

(2) demographics, (3) history of extra-adrenal malignancy, and (4) presence of the genetic syndrome. Additional testing and management are sug-
gested based on suspected etiology. Abbreviations: ACC, adrenocortical carcinoma; CT, computed tomography; HU, Hounsfield units; MRI, magnetic 
resonance imaging; Pheo, pheochromocytoma. *If the tumor is heterogeneous on imaging, proceed with the pathway for “>20 HU.” Created with 
BioRender.com.

Figure 2: continued
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minimum HU on unenhanced CT in pheochromocytomas, 
ACC, and other malignancy was 18, 18, and 14, respect-
ively (11). In another study of 353 patients referred for ad-
renal biopsy because of concern of malignancy, the median 
unenhanced HU was 36 with the minimum HU of 11 in 
patients ultimately diagnosed with malignant lesions (25).

Chemical shift analysis on MRI demonstrated a sensitivity 
of 86% to 90% and specificity of 85% in diagnosing malignant 
adrenal mass, with most studies being small, and with some 
concern of user variability (20). Because both unenhanced CT 
and MRI assess lipid content, in general it is not useful to ob-
tain both studies to characterize the adrenal mass.

CT washout analysis was reported to have a suboptimal 
performance in a systematic review and meta-analysis of 
accuracy of imaging in diagnosing malignancy, with limited 
data available, and sensitivity of only 16% (95% CI, 3-40) 
and specificity of 86% (95% CI, 64-97) in diagnosing ma-
lignancy (20). Taking together the scarce data, reported 
suboptimal accuracy, and associated cost, CT washout 
analysis was not recommended as a second-line testing of 
adrenal mass by the most recent guidelines (18).

18F-fluorodeoxyglucose positron emission tomography 
imaging
In a systematic review and meta-analysis of diagnostic ac-
curacy of imaging, FDG-PET scan was reported to have 
sensitivity of 82% to 100% and specificity of 96% when 
adrenal-to-liver standardized uptake value (SUV) ratio 
is used (20). A  subsequent study of 89 patients with 44 
malignant and 36 benign adrenal tumors, FDG-PET 
adrenal-to-liver ratio >1.8 demonstrated a sensitivity equal 
to specificity of 86% (25). Another study of 70 benign ad-
renal tumors, 35 adrenocortical carcinomas, and 12 ad-
renal metastases demonstrated similar results: FDG-PET 
adrenal-to-liver ratio of 2.5 yielded 85% sensitivity and 
90% specificity, whereas a cutoff of 3.4 had 83% sensitivity 
and 90% specificity (26). False positives may occur in func-
tioning adrenal adenomas and false-negative results may 
occur in small metastases and when significant necrosis is 
present (25, 26). Pheochromocytomas are FDG-avid; how-
ever, FDG-PET in patients with pheochromocytomas is not 
usually indicated unless metastatic or multifocal disease is 
suspected.

Steroid Profiling

Both serum and urine steroid profiling can be valuable in 
the diagnostic work up of an adrenal mass. Steroid pro-
filing has been investigated in the diagnosis of cortisol and 
aldosterone excess as well as in the diagnosis of ACC (9, 
27-32). Urine steroid profiling has been recently prospect-
ively validated in a large multicenter study of 2017 patients 

demonstrating a high accuracy in diagnosing ACC, espe-
cially when combined with imaging characteristics (tumor 
size > 4 cm and HU > 20 on unenhanced CT) (9). The basis 
of steroid profiling is that ACCs secrete steroid precursors 
in increased amounts, sometimes as high as 10 to 40 times 
higher than in other adrenal tumors (33). Thus, even 
“nonfunctioning” ACC on standard-of-care testing will be 
detected through urine steroid profiling, unless the tumor 
has lost its capacity for steroidogenesis, which is a very rare 
occurrence (Table 2) (9).

Adrenal Biopsy

Adrenal biopsy is rarely needed in the diagnostic work 
up of adrenal mass. It may be useful in indeterminate 
nonfunctioning adrenal masses where the results of biopsy 
will change management, such as patients suspected to have 
malignant adrenal tumors other than ACC (adrenal metas-
tasis, sarcoma, lymphoma) or an infectious etiology of the 
adrenal mass (fungal, tuberculosis) (18, 34). Sensitivity and 
specificity of adrenal biopsy in making the diagnosis of ad-
renal malignancy were reported to be 89% to 100% and 
91% to 99%, respectively (6, 35-38).

Adrenal biopsy has poor accuracy in diagnosing ACC 
and may present with a higher risk of needle track seeding 
and a worse prognosis; thus, noninvasive diagnosis of ACC 
is key. Notably, adrenal biopsy has a nondiagnostic rate of 
3% to 8.7%, and a complication rate of up to 4% (6, 35, 
36). Reported complications are usually mild, and include 
periadrenal hemorrhage, asymptomatic pneumothorax, 
and pain. Complications associated with the endoscopic 
ultrasound-guided fine needle aspiration are lower than 
in the CT-guided biopsy (38). Notably, case series describe 
inadvertent biopsy of pheochromocytoma in 0.7% to 
1.7% of cases (6, 39), which can precipitate hypertension, 
tremors, and tachycardia (6, 35). It is not surprising be-
cause only one-quarter of patients are tested for possible 
pheochromocytoma before biopsy (6).

Diagnosing Adrenal Hormone Excess

Clinical Evaluation

The first step in assessing possible hormone excess in 
patients with adrenal incidentaloma is obtaining a de-
tailed medical history, including family history and cur-
rent medications that can affect the hormonal tests (Fig. 
3). The clinical course and combination of comorbidities 
should be investigated as well because this may be a clue 
to hormone excess (Table 3). For example, a recent diag-
nosis of dyslipidemia and hypertension in a previously 
healthy 40-year-old individual, even if well-controlled 
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with medical treatment, may be more relevant than a 
diagnosis of type 2 diabetes 10 years before the incidental 
finding of the adrenal mass. Questions regarding current 
and recent use of glucocorticoids, which can both affect 
laboratory investigations and be responsible for iatro-
genic CS, are a key part of the initial assessment of ad-
renal incidentaloma.

A minority of adrenal tumors can be manifestations of 
numerous genetic syndromes: up to 5% to 10% of ACC, 
25% of bilateral macronodular hyperplasia, and 40% of 
catecholamine-secreting tumor cases harbor a germline 
mutation (40-42). It is important, therefore, to evaluate 
for possible syndromic associations that can be clues to 
an underlying genetic disorder during the physical exam-
ination and when collecting the medical history (Table 4) 
(40-53). Other elements that can point toward a germline 
pathogenic variant are young age at the time of diagnosis, 
familial occurrence, and bilateral adrenal masses.

Laboratory Assessment

MACS (adrenal incidentaloma + abnormal 1-mg dexa-
methasone suppression test [DST] + absent stigmata of 

CS) is the most common hormonal abnormality diag-
nosed in 30% to 50% of patients with adrenal mass (1, 
18, 54); thus, all patients should undergo a 1-mg over-
night DST to exclude cortisol excess (Table 5, Fig. 4) (18, 
19). The rest of the initial laboratory assessment should 
be personalized based on clinical and imaging charac-
teristics: (1) if there is a history of hypertension or un-
explained hypokalemia, primary aldosteronism should 
be ruled out by paired morning plasma renin and aldos-
terone measurement (55, 56); (2) if unenhanced CT HU 
are >10, work up for catecholamine excess with plasma or 
urine metanephrines should be performed (57); and (3) if 
ACC is suspected, elevated sex hormones and steroid pre-
cursors can noninvasively confirm this diagnosis before 
adrenalectomy (18) (Table 5). Additional testing may be 
required in patients with abnormal 1-mg DST and signs 
suggestive of CS (Table 5, Fig. 4). In patients with bilateral 
adrenal tumors (adenomas or myelolipomas), congenital 
adrenal hyperplasia should be considered. Finally, in pa-
tients with high suspicion of primary adrenal insufficiency 
from bilateral infiltrative disease (bilateral adrenal metas-
tases), morning ACTH and cortisol should be measured 
(Table 5) (18).

Figure 3. Adrenal incidentaloma evaluation: clinical and hormonal assessment. Abbreviations: 1-mg DST, 1-mg overnight dexamethasone suppres-
sion test; ACC, adrenocortical cancer; DHEA-S, dehydroepiandrosterone sulfate.
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Table 3. Clinical manifestations of adrenal hormone excess

Hormone excess General considerations Clinical manifestations

Cortisol 
excess

MACS • Diagnosed in up to 50% of patients 
with incidentalomas.  

• Absence of stigmata of overt cortisol 
excess (Cushing syndrome).  

• Associated with frailty and 
an increased cardiometabolic 
morbidities.

• Metabolic syndrome: hyperglycemia; hypertension; dyslipidemia; 
obesity.  

• Cardiovascular events.  
• Atrial fibrillation and other arrhythmias.  
• Osteoporosis and fragility fractures (high prevalence of asympto-

matic vertebral fractures).  
• Anxiety/depression.  
• Chronic kidney disease.  
• Frailty

Cushing syn-
drome

• Rare (3%-5% of patients with ad-
renal adenomas).  

• Up to 50% are diagnosed during ad-
renal incidentaloma work up.  

• Requires prompt recognition and 
work up to confirm the diagnosis 
and offer treatment.  

• If untreated, it is associated with high 
morbidity and mortality.  

• Concomitant adrenal androgen ex-
cess indicates adrenocortical carci-
noma.

• Stigmata of cortisol excess: facial plethora; dorsocervical fat pad; 
supraclavicular fat pads; muscle loss, proximal myopathy, and 
muscle weakness; easy bruising; red stretchmarks.  

• Increased mortality risk, mainly driven by cardiovascular and 
thromboembolic events.  

• Metabolic syndrome: hyperglycemia; hypertension; dyslipidemia; 
obesity.  

• Osteoporosis and fragility fractures.  
• Immunosuppression and susceptibility to infections.  
• Depression and other psychiatric disorders, insomnia, memory 

loss, irritability, panic attacks.  
• Amenorrhea and reduced fertility.  
• Heart failure.

Aldosterone excess • Incidentalomas causing primary al-
dosteronism are almost invariably 
benign.  

• Hypokalemia is not required to make 
the diagnosis.  

• Associated with increased 
cardiometabolic risk.  

• Concomitant cortisol excess (usually 
MACS) is common.

• Hypertension.  
• Hypokalemia (10%-40% of cases).  
• Symptoms and complications related to hypokalemia: polyuria 

and nocturia; fatigue and weakness; muscle cramps; constipa-
tion.  

• Cardiovascular and cerebrovascular events.  
• Chronic kidney disease.  
• Heart failure and atrial fibrillation.  
• Left ventricular hypertrophy.  
• Metabolic syndrome: hyperglycemia; obesity.  
• Osteoporosis.  
•  Depression.  
•  The spectrum of biochemically proven primary aldosteronism 

includes also subjects with normal blood pressure. Primary aldo-
steronism should be suspected in young normotensive subjects 
with unexplained hypokalemia.

Androgen excess • Adrenal androgen excess typically 
indicates adrenocortical carcinoma. 
Androgen-producing adenomas are 
extremely rare.  

• Androgen and cortisol co-secretion 
(both MACS and Cushing syndrome) 
are common in adrenocortical carci-
noma.

Women can present with:  
• Hirsutism.  
• Oily skin and acne.  
• Hair loss.  
• Changes in libido.  
• Menstrual irregularities.  
• Metabolic syndrome (chronic androgen excess).

Catecholamine excess • Pheochromocytomas are increasingly 
diagnosed incidentally (60%).  

• Most patients do not have the classic 
“spell” symptoms.  

• Germline pathogenic variants are 
common (up to 40%-50%). Syn-
dromic associations can be a clue to 
the diagnosis (Table 4).

• Hypertension in up to 90% cases (paroxysmal in 50%).  
• Classic triad (“spell”): headaches, sweating, palpitations.  
• Pallor, nausea, tremor, anxiety.  
• Postural hypotension  
• Supraventricular tachycardia.  
• Myocardial ischemia/ infarction.  
• Cardiomyopathy and heart failure (takotsubo syndrome).  
• Hypertensive crisis triggered by stressors (e.g., surgery, colonos-

copy, some medications).

Abbreviation: MACS, mild autonomous cortisol secretion.
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Table 4. Genetic disorders associated with adrenal tumors

Genetic disorder Affected gene (mode 
of inheritance)

Adrenal involvement Extra-adrenal manifestations

Genetic disorders associated with pheochromocytomas
Von-Hippel-Lindau disease 

type 2
VHL (autosomal 

dominant)
Pheochromocytomas are 

diagnosed in 10%-20% of 
patients and are often bi-
lateral (~40%). Malignant 
cases have been reported.

• Hemangioblastomas of the brain and spine.  
• Retinal angiomas.  
• Renal cell cancer.  
• Pancreatic neuroendocrine neoplasms.  
• Pancreatic serous cystadenomas.  
• Endolymphatic sac tumors of the middle ear.  
• Papillary cystadenomas of the epididymis and broad 

ligament.
Multiple endocrine neo-

plasia syndrome type 2
RET (autosomal 

dominant)
Pheochromocytomas are 

common (~50% of cases), 
often bilateral (~60%), and 
rarely malignant.

MEN2A:  
• Medullary thyroid carcinoma.  
• Hyperparathyroidism.  
• Cutaneous lichen amyloidosis.  
• Hirschsprung disease.  
MEN2B:  
• Medullary thyroid carcinoma.  
• Mucocutaneous neuromas of the tongue, lips, and 

eyelids.  
• Marfanoid habitus.  
• Decreased upper/lower body ratio.  
• Kyphoscoliosis/lordosis.  
• Joint laxity.  
• Myelinated corneal nerves.  
• Intestinal ganglioneuromas, associated with constipa-

tion and megacolon.
Paraganglioma syndrome 

type 1
SDHD (autosomal 

dominant; ma-
ternal imprinting)

Pheochromocytomas are found 
in 10%-25% of cases and 
can be bilateral. Malignancy 
is uncommon.

• Paragangliomas.  
• Renal cell cancer.  
• Pituitary adenomas.  
• GISTs.

Paraganglioma syndrome 
type 4

SDHB (autosomal 
dominant)

Pheochromocytomas are found 
in ~25% of cases and can 
be bilateral. Malignancy is 
common (>40%).

• Paragangliomas.  
• Renal cell cancer.  
• Pituitary adenomas.  
• GISTs.  
• Pulmonary chondromas.

Paraganglioma syndrome 
type 5

SDHA (autosomal 
dominant)

Pheochromocytomas are rare 
(very low penetrance). Bilat-
eral disease and malignancy 
have been reported.

• Paragangliomas.  
• Pituitary adenomas.  
• GISTs.  
• Pulmonary chondromas.

MAX mutation MAX (autosomal 
dominant)

Pheochromocytomas are often 
bilateral (60%-70%) and 
can be malignant (10%-
25%).

Paragangliomas.

TMEM127 mutation TMEM127 (auto-
somal dominant)

Pheochromocytomas are often 
bilateral (~40%). Moderate 
risk of malignancy (~10%).

Renal cell cancer.

Pheochromocytoma/
paraganglioma-
somatostatinoma-
polycythemia syndrome

EPAS1 (somatic mo-
saicism)

Pheochromocytomas have been 
described.

• Paragangliomas.  
• Polycythemia.  
• Somatostatinoma.  
• Retinal abnormalities.  
• Organ cysts.
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Genetic disorder Affected gene (mode 
of inheritance)

Adrenal involvement Extra-adrenal manifestations

Genetic disorders associated with both pheochromocytomas and adrenocortical tumors
Neurofibromatosis type 1 NF1 (autosomal 

dominant)
• Pheochromocytomas are 

diagnosed in 0.1%-6% of 
cases. They can be bilateral 
(~15%) and malignant (3%-
12%).  

• poradic cases of 
adrenocortical carcinoma 
have been reported.

• Central nervous system gliomas (especially of the optic 
pathway).  

• Café-au-lait spots.  
• Freckling.  
• Neurofibromas (can have malignant transformation).  
• Lisch nodules.  
• Short stature.  
• Scoliosis.  
• Cognitive deficits.  
• Seizures.  
• Macrocephaly.  
• Paragangliomas (rare).  
• Rhabdomyosarcomas.  
• GISTs.  
• Juvenile myelomonocytic leukemia.  
• Breast cancer.  
• Congenital heart disease.

Hereditary leiomyomatosis 
and renal cell cancer

FH (autosomal dom-
inant)

• Adrenal masses have been 
observed in ~8% of cases.  

• Patients can present with 
bilateral adrenal tumors 
(~15%). Cases of ACTH-
independent Cushing syn-
drome have been described.  

• Pheochromocytomas are 
rare. They can be bilateral 
and carry a moderate/high 
risk of malignancy.

• Renal cell cancer.  
• Cutaneous leiomyomas.  
• Uterine leiomyomas.  
• Paragangliomas.

Beckwith-Wiedemann syn-
drome

Chromosome 
11p15.5 region.  

Mostly sporadic di-
sease. Familial 
transmission 
occurs in ~15% 
of cases.

Adrenal involvement has been 
described only in children:  

• Adrenocortical adenomas 
and hyperplasia (including 
association with androgen 
and cortisol excess) are 
common.  

• Numerous cases of adrenal 
cysts.  

• Some cases of adrenocortical 
carcinomas.  

• Sporadic cases of pheochro-
mocytoma (including bilat-
eral disease).

• Several childhood cancers, including Wilms tumor, 
hepatoblastoma, rhabdomyosarcoma, neuroblastoma.  

• Macrosomia.  
• Omphalocele.  
• Macroglossia.

Genetic disorders associated with adrenocortical carcinomas only
Li-Fraumeni syndrome TP53 (autosomal 

dominant)
Accounts for 3%-7% of 

adrenocortical carcinoma 
cases in adults (50%-80% 
in children). Adrenocortical 
carcinoma is often the 
presenting malignancy of the 
syndrome.

Numerous malignancies, including brain, breast, and lung 
cancer, sarcomas, leukemias, choroid plexus tumors.

Table 4. Continued
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Genetic disorder Affected gene (mode 
of inheritance)

Adrenal involvement Extra-adrenal manifestations

Lynch syndrome MLH1, MSH2, 
MSH6, PMS2, 
EPCAM (auto-
somal dominant)

Accounts for 3% of 
adrenocortical carcinoma 
cases in adults.

• Numerous malignancies, including colorectal, en-
dometrial, small bowel, genitourinary system, 
pancreatobiliary system, ovarian, stomach, brain, 
prostate.  

• Sebaceous skin neoplasms.  
• Keratoacanthomas.

Carney complex PRKAR1A (auto-
somal dominant)

Cases of adrenocortical 
carcinomas reported. 
ACTH-independent Cushing 
syndrome secondary to pri-
mary pigmented nodular 
adrenocortical disease is  
much more common.

• Lentiginous skin pigmentation.  
• Cutaneous myxomas.  
• Thyroid nodules (including cancer).  
• Growth hormone hypersecretion, with or without evi-

dence of pituitary adenoma/hyperplasia.  
• Cardiac myxomas.  
• Schwannomas.  
• Large cell calcifying Sertoli cell tumors (males).  
• Ovarian cysts and tumors.  
• Benign breast tumors.

Birt-Hogg-Dubé syndrome FLCN (autosomal 
dominant)

Cases of adrenocortical tumors 
with uncertain malignant 
potential (oncocytomas) 
have been reported.

• Skin fibrofolliculomas.  
• Pulmonary cysts and spontaneous pneumothorax.  
• Renal oncocytomas.  
• Renal cell cancer.

Genetic disorders associated with both adrenocortical carcinomas and adenomas
Multiple endocrine neo-

plasia syndrome type 1
MEN1 (autosomal 

dominant)
Adrenocortical tumors have 

been reported in ~10% of 
cases and can be bilateral 
(~15%). The risk of ma-
lignancy is high (~15%). 
Hormone hypersecretion 
is found in ~15% of cases 
(mainly primary aldo-
steronism and ACTH-
independent Cushing 
syndrome).  

Cases of pheochromocytoma 
have been described, but this 
is an extremely rare occur-
rence.

• Primary hyperparathyroidism.  
• Pituitary adenomas.  
• Neuroendocrine neoplasms.  
• Lipomas.  
• Facial angiofibromas.  
• Collagenomas.

Familial adenomatous pol-
yposis

APC (autosomal 
dominant)

Adrenocortical adenomas have 
been described in 7%-13% 
of patients (including bi-
lateral tumors in ~20% 
of cases). Rare cases of 
adrenocortical carcinomas 
have been reported.

• Colorectal polyps and cancer.  
• Upper gastrointestinal polyps.  
• Desmoid tumors.  
• Brain tumors.  
• Thyroid nodules and cancer.  
• Hepatoblastomas.

Genetic disorders associated with adrenocortical adenomas only
PBMAH from ARMC5 

mutations
ARMC5 (autosomal 

dominant)
Most cases of PBMAH are spo-

radic. Germline mutations of 
ARMC5 are found in ~25% 
of all case of PBMAH. How-
ever, ~50% of those with 
PBMAH and severe Cushing 
syndrome and ~80% of 
those with a clear family 
history of PBMAH have a 
germline mutation.

Meningiomas have been described in patients harboring 
ARMC5 mutations.

Table 4. Continued
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Laboratory Assessment of Cortisol Excess

The 1-mg DST is the best initial test to diagnose MACS, 
which is suspected if serum cortisol is >1.8 mcg/dL (Table 
5) (18). The concomitant measurement of serum dexa-
methasone can inform about the bioavailability of the drug 
if false-positive results from abnormal metabolism or ab-
sorption of the drug are suspected (58-60) (Table 5, Fig. 4). 
Additional tests, such as dehydroepiandrosterone sulfate 
(DHEA-S) and corticotropin (ACTH) can confirm the de-
gree of cortisol excess and ACTH independence. When CS 
is suspected, 24-hour urine cortisol and late-night salivary 
cortisol can be used to confirm the diagnosis (61). Notably, 
in patients with MACS, 24-hour urine cortisol and mid-
night salivary cortisol are frequently normal (62-69).

Laboratory Assessment of Aldosterone Excess

Numerous antihypertensive classes and other medications 
can affect renin and aldosterone measurements; this should 
be taken into consideration when interpreting the results 

(Table 5) (56, 70). However, we advise against routinely 
discontinuing medications to screen for primary aldoster-
onism; this is more convenient for patients and results can 
often offer valuable information to guide future tests, if ne-
cessary (Table 5) (55, 56).

Laboratory Assessment of Catecholamine Excess

Urinary or plasma metanephrines are the test of choice for 
case detection of pheochromocytoma (71). Both tests have ex-
cellent diagnostic sensitivity (72), with plasma metanephrines 
having a slightly better performance if measured in con-
trolled conditions (72, 73). Several medications, diseases, and 
preanalytical factors can lead to false-positive results and must 
be taken into consideration when testing patients (Table 5).

Management of Adrenal Incidentalomas

The initial management of adrenal incidentalomas is guided by 
imaging characteristics, clinical evaluation, and the hormonal 

Genetic disorder Affected gene (mode 
of inheritance)

Adrenal involvement Extra-adrenal manifestations

Carney triad Mostly unknown. 
Germline variants 
of SDHA, SDHB, 
or SDHC have 
been found in 
~10% of cases.

It is sporadic and affects 
mostly young women. 
Adrenocortical adenomas 
have been described in 
20% of cases (mostly 
nonfunctioning tumors).

Triad: paragangliomas + GISTs + pulmonary 
chondromas.  

Other manifestations: esophageal leiomyomas.

Partial glucocorticoid re-
sistance associated with 
bilateral adrenal hyper-
plasia

Heterozygous 
mutations of 
NR3C1, encoding 
for the glucocorti-
coid receptor

Mutations have been identified 
in 5% of patients with bilat-
eral adrenal incidentalomas 
combined with hypertension 
and/or MACS. Patients with 
mutations:  

• Were younger and had a 
lower prevalence of hyper-
tension than nonmutated 
patients.  

• All but one failed the 1-mg 
DST.  

• All but 1 had higher urinary 
free cortisol excretion than 
nonmutated patients.  

• All but 1 had normal or high 
ACTH levels.  

• Had lower potassium (<4 
mEq/L), renin, and aldos-
terone (<2.7 ng/dL) levels 
than patients without 
mutations.

Patients typically lack clinical hypercortisolism or 
hyperandrogenism and present incidentally with bi-
lateral adrenal enlargement. The combination of low 
potassium, low aldosterone, elevated urinary free 
cortisol, and abnormal 1-mg DST are clues to the di-
agnosis.

Abbreviations: 1-mg DST, 1-mg overnight dexamethasone suppression test; ARMC5, Armadillo Repeat Containing 5 gene; GIST, gastrointestinal stromal tumor; 
MACS, mild autonomous cortisol secretion; PBMAH, primary bilateral macronodular adrenal hyperplasia.

Table 4. Continued
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Table 5. Hormonal work up in patients with adrenal tumors

Adrenal hormone 
abnormality

Indication for 
testing

First-line testing Second-line or confirma-
tory testing

Other considerations and 
remarks

Cortisol excess Anyone with ad-
renal mass, 
regardless of 
symptoms

1-mg DST.  
Abnormal result: serum cortisol >1.8 mcg/

dL. The ESE-ENSAT guidelines on ad-
renal incidentalomas define MACS as 
“possible” when 1-mg DST serum cor-
tisol is 1.8-5.0 mcg/dL and “confirmed” 
when 1-mg DST serum cortisol is >5.0 
mcg/dL.  

Possible causes of false-positive results:  
• Oral estrogens (e.g., OCP)  
• CYP3A4 inducers.  
• Exogenous glucocorticoids (assay inter-

ference).  
• Uncontrolled hyperglycemia.  
• Alcoholism.  
• Psychiatric disorders.  
• Morbid obesity.  
• Pregnancy.  
• Chronic active hepatitis.  
• Kidney failure  
• Older age  
• Dementia

• ACTH.  
• DHEAS.  
• 24-h urine free cortisol 

(if Cushing syndrome 
is suspected).  

• Salivary cortisol (if 
Cushing syndrome is 
suspected).  

• In selected cases: repeat 
1-mg DST; perform 
8-mg DST; 2-day, low-
dose DST (Liddle test); 
CRH test.

• ACTH-independent cortisol 
excess must be confirmed be-
fore considering adrenal sur-
gery.  

• Patients with adrenal 
hypercortisolism have ab-
normal DST, low ACTH, and 
DHEA-S.  

• 24h urine free cortisol is usu-
ally normal in MACS.  

• The accuracy of salivary cor-
tisol in MACS is low.

Aldosterone ex-
cess

Anyone with 
hyperten-
sion, with or 
without spon-
taneous hypo-
kalemia

Morning aldosterone + renin (DRCorPRA).  
Abnormal result: aldosterone >10 ng/dL 

and suppressed renin (DRC or PRA).  
Possible causes of false-positive results:a  
• Beta-blockers.  
• α-methyldopa  
• NSAIDs.  
• Oral estrogens (renin measured as DRC).  
• Testing during the luteal phase (women 

of reproductive age).  
• Impaired renal function with 

hyperkalemia.  
Possible causes of false-negative results:a  
• Mineralocorticoid receptor antagonists.  
• Diuretics.  
• Dihydropyridine calcium channel 

blockers.  
• Inhibitors.  
• Angiotensin II receptor blockers.  
• SSRIs.  
• SGLT2-inhibitors.

Unnecessary if positive 
first-line test and spon-
taneous hypokalemia.  

Otherwise: salt loading 
test, saline infu-
sion test, captopril 
challenge, or 
fludrocortisone test.

• Patients with confirmed pri-
mary aldosteronism will need 
subtype evaluation with im-
aging and adrenal vein sam-
pling.  

• Imaging finding of adrenal 
mass is accurate only in 60% 
of cases in subtype determi-
nation.  

• Cortisol co-secretion is highly 
prevalent in primary aldo-
steronism (abnormal 1-mg 
DST is found in up to 22% of 
patients).b

Catecholamine 
excess

Anyone with 
indetermi-
nate adrenal 
mass (HU 
≥ 10), with 
or without 
symptoms

Plasma or 24-h urine metanephrines.  
Abnormal result: usually >2× upper limit 

of normal.  
Possible causes of false-positive results:  
• Collection of plasma metanephrines 

under not controlled conditions.  
• Medications: tricyclic antidepressants; 

psychoactive agents; prochlorperazine; 
L-dopa; adrenergic receptor agonists; 
phenoxybenzamine.  

• Usually not needed 
unless false-positive 
results are suspected.d  

• Urinary or plasma 
dopamine or plasma 
methoxy tyramine is a 
possible add-on test to 
detect tumors with do-
pamine hypersecretion 
(increased risk of ma-
lignancy).

• 24-h urine fractionated 
metanephrines have excellent 
sensitivity and specificity.  

• Plasma fractionated 
metanephrines have excellent 
sensitivity but suboptimal 
specificity if not collected 
appropriately. Fasting col-
lection after 30 min in the 
supine position and the use of 
age-adjusted upper limits of 
normal increase specificity.  
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Adrenal hormone 
abnormality

Indication for 
testing

First-line testing Second-line or confirma-
tory testing

Other considerations and 
remarks

• Physical stress or illness: significant ill-
ness requiring hospitalization; congestive 
heart failure; panic attacks; subarach-
noid bleeding; obstructive sleep apnea.  

• Withdrawal from alcohol, clonidine, 
and other drugs.  

Possible causes of false-negative results: 
small pheochromocytomas (especially 
with maximum diameter < 2 cm).c

• In patients with suspected 
pheochromocytoma, extra-
adrenal disease and associ-
ated genetic predisposition 
need to be considered (Table 
4).

Suspected steroid 
precursor, an-
drogen, or es-
trogen excess

Anyone suspected 
to have 
adrenocortical 
carcinoma, 
with or 
without 
symptoms

DHEA-S, progesterone, 
17-OH-progesterone, 
17-OH-pregnenolone, 11-deoxycortisol, 
androstenedione, testosterone (women), 
estradiol (men, postmenopausal 
women).  

If available, consider urine multisteroid 
profiling.

 • Avoid adrenal biopsy.  
• Open adrenalectomy is usu-

ally recommended.  
• Experienced adrenal surgeon 

is key!

Anyone with 
bilateral 
adenomas or 
myelolipomas 
should be 
evaluated for 
congenital 
adrenal hyper-
plasia

Early-morning 17-OH-progesterone (to 
be collected during the early follicular 
phase in menstruating females).

ACTH stimulation test 
for cortisol and 
17-OH-progesterone.

Consider genetic testing.

Adrenal insuffi-
ciency

Anyone with 
indetermi-
nate bilateral 
masses likely 
to be adrenal 
metastases or 
bilateral in-
filtration of 
other causes

Morning ACTH and cortisol.  
If electrolyte abnormalities, test for aldos-

terone deficiency (paired aldosterone 
and renin).

Potential need for addi-
tional dynamic testing 
such as ACTH stimu-
lation.

 

aWe advise against routine washout from potential interfering medications when assessing a patient with a newly diagnosed adrenal mass. The main issue with 
interfering medications is false-negative results for mild or optimally treated primary aldosteronism cases (mostly from a nonsuppressed renin). Case detection 
testing can be done even in patients treated with mineralocorticoid receptor antagonists because patients with hypertension are usually treated with doses lower 
than those required to fully block the mineralocorticoid receptor. A suppressed renin in this scenario (especially if hypokalemia is present) makes the diagnosis 
of primary aldosteronism very likely. If retesting is required, this should be carried out in the morning, 2 to 4 h after waking up. If it is safe to do so, interfering 
medications should be stopped for 2 to 4 weeks before testing. Alternative treatments that do not interfere with the test are verapamil, doxazosin, prazosin, 
terazosin, hydralazine, and moxonidine.
bCortisol co-secretion is not only relevant from a cardiometabolic risk perspective; it may also affect the performance of adrenal vein sampling, the risk of devel-
oping adrenal insufficiency after unilateral adrenalectomy, and the rate of clinical success after surgery.
cSmaller catecholamine-secreting tumors may have negative metanephrine test results. This is relevant for smaller incidentalomas with HU > 10 and especially for 
patients with known genetic disorders associated with pheochromocytoma who undergo routine surveillance imaging for other manifestations of their disease. In 
such cases, it is therefore appropriate to retest patients if the initial test was negative and the adrenal mass increases in size and/or the patient develops symptoms 
of catecholamine excess during follow-up.
dTricyclic antidepressants and other psychoactive agents should be tapered down and discontinued at least 2 wk before retesting. Selective serotonin reuptake 
inhibitors should not significantly affect the screening tests.
Abbreviations: CRH, corticotropin releasing hormone; CYP3A4, cytochrome P450 3A4; DHEA-S, dehydroepiandrosterone sulfate; DRC, direct renin concentra-
tion; DST, dexamethasone suppression test; MACS, mild autonomous cortisol secretion; NSAIDs, nonsteroidal anti-inflammatory drugs; OCP, oral contraceptive 
pill; PRA, plasma renin activity; SGLT2, sodium-glucose co-transporter-2.

Table 5. Continued
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Figure 4. Approach to adrenal adenoma with autonomous cortisol secretion. Abbreviations: 1-mg DST, 1-mg overnight dexamethasone suppression 
test; 8-mg DST, 8-mg overnight dexamethasone suppression test; ARMC5, Armadillo Repeat Containing 5 gene; DHEA-S, dehydroepiandrosterone 
sulfate; MACS, mild autonomous cortisol secretion.

Table 6. Adrenal vein sampling in case 3

Biochemical testing Right ad-
renal vein

Inferior 
vena cava

Left adrenal vein Comment

Epinephrine, ng/dL 2895 82 1342 Adrenal vein epinephrine concentrations of at least 100 pg/mL 
more than concentrations in the inferior vena cava were used to 
confirm successful adrenal vein cannulation.

Cortisol, mcg/dL 53 19 323 Adrenal vein sampling was completed following administration of 
dexamethasone of 0.5 mg every 6 h started 24 h prior.

Cortisol adrenal vein/ 
inferior vena cava 
ratio

2.8 
(53/19)

 17 (323/19) Ratio > 6.5 confirmed autonomous cortisol secretion from the left 
adrenal gland.

Ratio < 3.3 excludes autonomous cortisol secretion from the right 
adrenal gland.

Cortisol left adrenal 
vein/ right adrenal 
vein ratio

  6.1 (17/2.8) Lateralization of cortisol to the left was confirmed by the left to 
right adrenal vein ratio of >2.3.
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assessment. Challenging cases should be discussed in a multi-
disciplinary expert meeting, especially if malignancy is sus-
pected, if the laboratory evaluation suggests a functioning 
adrenal tumor and if adrenal surgery is considered (18). The 
approaches to patients with suspected adrenocortical cancer, 
primary aldosteronism, or catecholamine excess have re-
cently been published (55, 74-77). In this review, we focus on 
the management of the most common diagnoses in patients 
with adrenal incidentalomas: benign nonfunctioning tumors, 
MACS, and bilateral adrenal disease.

Management of Nonfunctioning Benign Adrenal 
Masses: Is Imaging Follow-up Necessary?

The European Society of Endocrinology Consensus 
Guidelines advise against repeated imaging in homogeneous 
adrenal incidentalomas <4 cm with unenhanced CT tumor 
attenuation of HU ≤10 (18). This recommendation should 
also be extended to clearly benign adrenal diseases such as 
hemorrhage without an underlying solid component, simple 
cysts, and small myelolipomas. A prospective study in 2017 
patients with newly diagnosed adrenal tumors (9) and 2 
large retrospective studies in adrenal incidentalomas (78, 
79) have recently confirmed that the risk of ACC in adrenal 
masses <4  cm (regardless of HU) is extremely low. These 
studies also provide strong evidence that in addition to the 
tumor size cutoff of 4 cm, the HU cutoff of 20 is more spe-
cific to exclude ACC (9, 78, 79). A systematic review and 
meta-analysis investigating the natural history of adrenal 
incidentalomas found no cases of malignant transformation 
in more than 2800 adrenal incidentalomas initially classi-
fied as benign adrenocortical adenomas (7).

In the case of nonfunctioning lipid-poor small adrenal 
incidentaloma, additional testing is warranted and may 
include (1) follow-up imaging in 3 to 12 months; (2) add-
itional testing at the time of the diagnosis, such as alternative 
imaging or steroid profiling; or (3) adrenalectomy (Fig. 2). 
Follow-up should be selected based on the pretest probability 
of pheochromocytoma, smaller ACC, or other malignancy.

Another class of adrenal incidentalomas that may 
benefit from repeated imaging is larger myelolipomas. 
Despite being benign tumors, myelolipomas >3.5 cm tend 
to grow over time and carry a small risk of compressive 
symptoms and bleeding when the maximum diameter ex-
ceeds 6 cm (12).

Management of Nonfunctioning Benign Adrenal 
Masses: Is Clinical and Hormonal Follow-up 
Necessary?

Patients with benign nonfunctioning adrenal adenomas 
carry a surprisingly high prevalence of cardiometabolic 

disease at the time of diagnosis and were also found to 
have an increased risk of incident prediabetes and type 
2 diabetes during follow-up (1, 7, 80), which is possibly 
linked to a mild cortisol excess that is not picked up by the 
1-mg DST (80, 81). Therefore, it is prudent to screen these 
patients for comorbid conditions and optimize their treat-
ment as appropriate.

The risk of developing overt hormone excess in patients 
initially diagnosed with either nonfunctioning adrenal 
adenoma or mild autonomous cortisol secretion during 
long-term follow-up is very low (<0.1%) (7); however, 
4% to 12% of patients with adrenal incidentalomas ini-
tially classified as nonfunctioning can develop an abnormal 
1-mg DST during follow-up (7, 54, 62, 82). Therefore, a 
repeated 1-mg DST can be considered to detect possible 
MACS; we otherwise advise against routine repeated hor-
monal investigations in patients with nonfunctioning ad-
renal incidentaloma unless there is a clinical concern (e.g., 
onset or worsening of a comorbid condition potentially 
linked to cortisol excess or new unexplained hypokalemia 
possibly pointing to previously unrecognized primary al-
dosteronism) (7, 18). Exceptions are small lipid-poor ad-
renal incidentalomas with a higher pretest probability of 
pheochromocytoma (e.g., known germline mutation as-
sociated with catecholamine-secreting tumors), where re-
peated biochemical testing is warranted in case of tumor 
growth, and repeated imaging should be considered if in-
crease in metanephrines is noted (Table 5).

Management of Benign Adrenal Mass and 
Autonomous Cortisol Secretion

Adrenalectomy is the therapy of choice in patients with pri-
mary adrenal CS. In any patient with an abnormal 1-mg 
DST, however, it is imperative to confirm that the cortisol 
excess is ACTH-independent before referring the patients 
for adrenal surgery because more than 30% of patients 
with Cushing disease can have adrenal nodules that are ei-
ther coincidental or secondary to chronic ACTH stimula-
tion (83, 84).

MACS is increasingly recognized as a clinically rele-
vant cardiometabolic condition. A  systematic review and 
meta-analysis of more than 4000 patients with benign ad-
renal incidentalomas found a prevalence of hypertension 
(64%), obesity (41%), dyslipidemia (34%), type 2 dia-
betes (28%), and cardiovascular events (6%) in patients 
with MACS that is remarkably higher than expected for 
Western populations (7). An increased risk of frailty, car-
diovascular events, and mortality has also been reported 
(7, 85-89). Patients with MACS have also been found to 
carry a significant risk of osteoporosis and (mostly asymp-
tomatic) vertebral fractures (46%-82%), as compared 
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with 13% to 23% of patients with nonfunctioning adrenal 
incidentalomas (90-92). A  population-based study in pa-
tients with adrenal incidentalomas that included a mix of 
patients with nonfunctioning adrenal adenomas and pa-
tients with MACS demonstrated an increased prevalence 
and incidence of fractures when compared with reference 
subjects from the same population (93).

The detection of MACS poses the therapeutic dilemma 
of whether to carefully observe and pursue medical manage-
ment of metabolic comorbidities or to select adrenalectomy. 
A  meta-analysis of small, mostly retrospective studies 
with heterogeneous definitions of MACS has shown that 
patients with MACS undergoing adrenalectomy experi-
ence an improvement in blood pressure, glycemic control, 
and dyslipidemia, and a reduction of body weight (94). 
Another study found that adrenalectomy reduces the risk 
of incident vertebral fractures in patients with MACS (95). 
Three small-scale studies have tested the potential use of 
medical treatment with mifepristone or metyrapone to re-
duce the cortisol excess in MACS and the authors reported 
beneficial effects on several metabolic parameters (96-98). 
These data suggest that MACS is a remediable cause of 
increased cardiometabolic risk; however, the evidence is 
mostly based on small, heterogeneous studies; randomized 
controlled trials comparing adrenalectomy to conservative 
management in this population are needed to conclusively 
answer this question. Until more evidence becomes avail-
able and reliable markers for metabolic risk stratification 
are identified, the therapeutic decision must be individual-
ized considering clinical, biochemical, imaging parameters, 
as well as patient’s preferences (Fig. 4). A patient who is 
younger at the time of diagnosis, presenting with a higher 
degree of MACS, a more recent onset, or exacerbation of 
potential cortisol-related comorbidities is more likely to 
benefit from adrenalectomy, both in the short and long 
term. Plasma ACTH and serum DHEA-S can help defining 
the severity of the cortisol excess (99-101), even though 
the first may not be reliable because of preanalytical chal-
lenges of sample collection and the latter is typically re-
duced in postmenopausal women who make up the vast 
majority of MACS cases (54). Higher cortisol concen-
trations during the 1-mg DST are also associated with a 
higher risk of cardiometabolic disease and mortality (18, 
54, 88).

If it is decided to manage MACS conservatively, it 
is imperative to monitor the patient over time and opti-
mize the treatment of the comorbidities potentially asso-
ciated with cortisol excess, including hypertension, type 2 
diabetes, dyslipidemia, bone loss, and asymptomatic ver-
tebral fractures. The patient’s overall risk profile should 
be reevaluated every 1 to 2  years and adrenalectomy 
rediscussed, if appropriate.

Management of Bilateral Adrenal Masses

Bilateral disease is found in approximately 20% of patients 
with newly diagnosed adrenal masses (9). Bilateral adrenal 
masses carry a higher risk of MACS (42% vs 12%-23% 
in nonfunctioning tumors), malignancy (16% vs 7% in 
unilateral tumors), and germline mutations causing pri-
mary bilateral macronodular adrenal hyperplasia and bi-
lateral pheochromocytomas (ARMC5, VHL, RET, SDHx, 
MAX, TMEM127, NF1, FH, MEN1, and APC) (Table 4) 
(2, 9, 40, 102, 103). Other etiologies of bilateral adrenal 
lesions include congenital adrenal hyperplasia, ACTH-
dependent CS, myelolipomas, infections, hemorrhage, or 
heterozygous NR3C1 mutations (104). Patients with bi-
lateral adrenal incidentalomas should undergo the same 
initial assessment as those with unilateral disease (18). In 
addition, 17-hydroxyprogesterone measurement should be 
considered in cases of bilateral adenomas or myelolipomas, 
and assessment for primary adrenal insufficiency should 
be performed if high suspicion of large adrenal metastases 
(Table 5).

The high prevalence of cortisol excess in patients with 
bilateral adrenal incidentalomas (more frequently MACS) 
poses diagnostic and therapeutic challenges when surgery is 
thought to be beneficial (Fig. 3). Several authors have sug-
gested the removal of the largest adrenal gland if the masses 
are unequal in size (18). This approach prevents lifelong 
need for glucocorticoid and mineralocorticoid replacement 
and is associated with an initial remission rate of up to 
97%, including temporary postoperative adrenal insuffi-
ciency and improvement of comorbidities related to cor-
tisol excess (104). Nonetheless, recurrence is observed in 
20% to 70% of cases, and up to 33% of patients undergo 
contralateral adrenalectomy during follow-up to control 
the hypercortisolism (104, 105). Bilateral adrenalectomy as 
the initial treatment strategy can be considered in patients 
with ACTH-independent CS and bilateral adrenal enlarge-
ment of similar size (104). Adrenal venous sampling (AVS) 
to identify the site of dominant cortisol secretion is a prom-
ising technique that has shown good performance but is 
not standardized (106, 107).

Back to the Patients

Case 1
Malignancy was excluded based on the imaging pheno-
type (<10 HU). MACS was diagnosed based on an ab-
normal dexamethasone suppression test (cortisol  >  1.8 
mcg/dL), as well as low ACTH and DHEA-S. The patient 
was counseled about the possible relationship of MACS 
and cardiovascular comorbidities (hypertension, diabetes, 
obesity). Conservative management vs adrenalectomy was 
discussed. The patient decided on adrenalectomy that was 
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performed laparoscopically. Pathology demonstrated an 
adrenocortical adenoma.

Postoperative adrenal insufficiency was diagnosed 
based on cortisol of 2.1 mcg/dL the morning after sur-
gery. Hydrocortisone supplementation was initiated with 
a plan to reassess adrenal function periodically. At the 
6-month follow-up, the patient’s hypothalamic-pituitary-
adrenal axis recovered and hydrocortisone was stopped. 
Clinically, the patient lost 15 pounds of body weight and 
her blood pressure measurements improved (on same 
antihypertensive therapy). Follow-up HbA1C decreased to 
6.5% 6 months after surgery.

Case 2
The patient was advised that the most likely diagnosis of 
the adrenal mass was ACC (because of a significant tumor 
growth, large tumor size, indeterminate imaging character-
istics, and a combined glucocorticoid and androgen excess). 
She underwent open resection of the left adrenal mass. On 
pathology, the mass measured 5.5 × 7.5 × 6.9 cm. ACC was 
diagnosed with a Weiss score of 5 and KI67 of 10%. The 
patient was dismissed from the hospital on glucocorticoid 
therapy and opted to initiate postoperative treatment with 
mitotane 4 weeks later. Mitotane therapy was continued 
for 15 months and was stopped because of gastrointestinal 
side effects. Five years after adrenalectomy, the patient was 
doing well and continued to be in remission.

Case 3
Imaging showed benign bilateral adrenal adenomas 
(HU < 10) of nearly equal size. AVS was performed to identify 
the source of autonomous cortisol secretion. In preparation 
for the AVS procedure, dexamethasone 0.5 mg was initiated 
on the morning the day prior and administered every 6 hours, 
with the last dose on the morning of AVS. Successful bilateral 
adrenal vein canulation was confirmed based on epineph-
rine concentrations in the adrenal veins (Table 6). Left ad-
renal vein to inferior vena cava cortisol ratio was 17, and the 
left adrenal vein to right adrenal vein cortisol ratio was 6.1, 
consistent with the ACTH-independent hypercortisolism 
from the dominant left adrenal adenoma. The patient was 
treated with a laparoscopic left adrenalectomy that revealed 
an adrenocortical adenoma. Following adrenalectomy, she 
developed adrenal insufficiency and initiated glucocorticoid 
therapy. Postoperatively, both diabetes mellitus type 2 and 
hypertension resolved, she lost 15 pounds, and demonstrated 
a significant improvement in anxiety.
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